How to Install OpenLDAP

* Sudo apt-get update
e Sudo apt-get install slapd Idap-utils
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Reconfiguring OpenLDAP

| Configuring slapd |

If you enable this option, no initial configquration or database will be
created for you.

Cmit OpenlDAP server configuration?

<¥es>




Reconfiguring OpenLDAP Continue

| Configuring slapd
The DNS domain name

directory. For example,
'de—=Ffoo,

iz used to construct the base DN of the LDAP

de—example,

'foo.example.org' will create the directory with
de—org' a= base DN.

DHS domain name:




Reconfiguring OpenLDAP Continue

| Configuring slapd |
Plea=ze enter the name of the organization to use in the base DN of your

LDAP directory.

Organization name:




Reconfiguring OpenLDAP Continue

Configuring slapd |
Plea=se enter the password for the admin entry in your LDAP directory.

Administrator password:




Reconfiguring OpenLDAP Continue

| Configuring slapd |
HDE and BDE use similar storage formats, but HDE adds support for
subtree renames. Both support the same configuration options.

The MDE backend iz recommended. MDE uses a new storage format and
requires less configuration than BDE or HDE.

In any case, you should review the resulting database configuration for
your needs. See fusc/share/doc/=slapd/README.Debian.gz for more details.

Database backend to use:

BEDB

MDB




Reconfiguring OpenLDAP Continue

| Configuring slapd |

Do you want the database to be removed when =lapd is purged?




Reconfiguring OpenLDAP Continue

| Configuring =slapd

There are still files in /war/lib/ldap which will probably break the
configuration proces=s. If you enable thi=s option, the maintainer scripts

will move the old databa=se file=s out of the way before creating a new
database .

Move old database?




Reconfiguring OpenLDAP Continue

| Configuring slapd |

The obsolete LDAPvZ protocol is disabled by default in slapd. Programs
and users should upgrade to LDAPv3. If you have old programs which
can't use LDAPv3, you should select this option and 'allow bind v2' will
be added to yvour =slapd.conf file.

Allow LDAPvZ? protocol?

<Vesr




Installing and configuring PhpLdapAdmin

» Apt-get install apache2

* Apt-get —y install php5 libapache2-mod-php5

 Service apache2 restart

* Apt-get install phpldapadmin

* Vi /etc/phpldapadmin/config.php

 Search for the following sections and modify them accordingly.



configuring PhpLdapAdmin continue

* Change the red value to the way you will be referencing your server,
either through domain name or IP address.

168.85.13




configuring PhpLdapAdmin continue

 Edit the following entry to reflect the name you selected (ours is
“afnog.org" as you recall):

v{'dc=afnog,dc=org') ).




configuring PhpLdapAdmin continue

* The next value to modify will use the same domain components that
you just set up in the last entry. Add these after the "cn=admin" in
the entry below:

lue({'login’, 'bind id', 'cn=admin,dc=afnog,dc=org'};




configuring PhpLdapAdmin continue

* Search for the following section about the "hidetemplatewarning"
attribute. We want to uncomment this line and set the value to "true"
to avoid some annoying warnings that are unimportant.




configuring PhpLdapAdmin continue

* Login to the PhpLdapAdmin page using a browser with your IP
Address followed by phpldapadmin

L] 192.168.85.132/phpldapadmir



configuring PhpLdapAdmin continue

* Click on login in your left pane and enter your Idap admin password

Authenticate to server My LDAP Server

Warning: This web connection is unencrypted.

Login DMN:

.'T-F-:n=adr-riin.ctr:=af-nng_ d’c:nrg

Passwword:

ANonyIinrous

Authenticate



configuring PhpLdapAdmin continue

* If successfully loged in, you should see an interface as below

= I"I
ZLDAP
=admin

Home | Purge caches | Show Cache

- @ Authenticate to server
-g My LDAP Server ® Successfully logged into server.

=5 @ @ o®"3 & 4

schema search refresh info import export logout

Logged in as: cn=admin
=--® dc=afnog,dc=org (1)
":" cn=admin

Create new entry here



configuring PhpLdapAdmin continue

* Create Organizational Units, Groups, Users

* Click on the “Create new entry here” link on the left-hand side
* Click on the “Generic: Organizational Unit” template as below
* We will be asked to create a name for our organizational unit.

* Type Groups and repeat the same procedure to create users group
as well.

* Slides on the next slide demonstrate the process



configuring PhpLdapAdmin continue

Create Object

Server: My LDAP Server Container: de—afvog,dc—org

Select a template for the creation process

Templates: Courier Mail: Account
@ Courier Mail: Alias

0

GEUEgaee

Generic: Address Book Entry Samba; Lroup Mapping

: Machine

L
i
=
b |
&
o1

Generic: DMNS Entry
Generic: LDAP Alias
Generic: Organisational Role
Generic: Organisational Unit

Seneric: Posix Group

000000

Generic: Simple Security Object

f
k

A
L
T

Genaric: User Account % Thunderbird: Address Book Entry

Kolab: User Entry =
{H Default
Samba: Account

CY U YT R



configuring PhpLdapAdmin continue

Create Object

Server: My LDAP Server Container: dc—afnog,dc—org
Template: Generic: Organisational Unit (ou)

New Organisational Unit (Step 1 of 1)

Organisational Unit alias, required, rdn, hint

groups

Create Object



configuring PhpLdapAdmin continue

* Click on Commit to save changes
Create LDAP Entry

Server: My LDAP Server Container: dc—afnog,dc—org

Do you want to create this entry?

Attribute | MNew Value | Skip
ou=groups,dc=afnog,dc=org

objectClass organizationalUnit

Organisational Unit | groups

Commit | Cancel



configuring PhpLdapAdmin continue

* When you are done, you should see the configuration as shown on
your left hand side.

MM My LDAP Server &

X &= O B3B = &2

schema search refresh info imMmport export logout

Logged in as: cn=admin

=1-4® dc=afnog, dc=org (32)

cnNn=admin

@ ou=groups
@k ou=users
Create new enftry here



configuring PhpLdapAdmin continue

* Create Groups

* We can create two different groups that could be used to organize
users into different “access” groups based on their privileges they
require.

* Those groups are “admin” and “user” groups.

* In the main pane, click on the “Create a child entry” within the groups
category.

* We will choose the “Generic: Posix Group” Category
* The next slide shows the guidelines for creating those groups.



configuring PhpLdapAdmin continue

* Click on the “Generic: Posix Group” highlighted in yellow colour

ou=groups

Server: My LDAP Server Distinguished Mame: ou—groups, dc—afmvog,dc—org
Template: Defawlt

# Refresh #X Show internal attributes
% switch Template % Export
Copy or move this entry ™ Delete this entry
E Rename Q. Compare with another entry
Create a child entry [& Add new attribute
J' 8Ty 3 | A= ¥ L — -3 = g T = = - =
J
objectClass required
(5 ] organizationallUnit {structural)
& top

(add value)



configuring PhpLdapAdmin continue

Create Object

Server: My LDAP Server Container: ou—groups, dc —aftmeoag, dce—orog
Template: Generic: Posix Group (posioGroop )

MNew Posix Group (Step 1 of 1)

GID Mumber alias, reguired, hint, ro
00

Group alizs, required, rdn
admin

Users alias, hint

Create Object




configuring PhpLdapAdmin continue

* Both groups after creation will look as below in the left hand side
M My LDAP Server @

H & « o#H @ 4

schema search refresh info import export logout

Lagged in as: cn=admin
=+4® dc=afnog, dc=org (3)
":"' cn=admin
=@ ou=groups (2+)
. @ cn=admin
. @ cn=user
@} ou=users
: Create new entry here



configuring PhpLdapAdmin continue

* Click on the “view 2 children” as highlighted in yellow

ou=groups

Server: My LDAP Server Distinguished Mame: ou—groups,dc—afmeog, dc—org
Template: Default

& Refresh #% Show internal attributes
% Switch Template % Export
Copy or move this entry ¥ Delete this entry
[El Rename A Compare with another entry
Create a child entry (& Add new attribute
¥ Hint: To delete an attribute, empty the text field and click save
2 wview 2 children % Export subtree



configuring PhpLdapAdmin continue

 The output of the view 2 childres is as shown below

ocu=groups,dc=afnog,dc=aorg

Enftries found: =2

(0 secomds])

ﬁ cn=admimn
(a I cn=admin,ocu=groups,dc=afnog,dc=org
Cru admin
gidMumber SO
cbjectClass posixGroup
top

ﬁi COo=usenr

dr cn=userou=groups,dc=afnog,dc=org
(ol | user
gidMumber SO

cbhjectClass posixGroup
top



* Create Users

* Next, we will create users to put in these groups. Start by clicking on
“ou=users” category. Click on Create a child entry.

 We will choose “Generic: User Account” for these entries
* We will be given a lot of fields to fill out:

* The picture below shows the template to be filled



Select a template for the creation process

Templates:

[T E Courier Mail: Account
G @ Courier Mail: Alias

0] ﬂ Generic: Address Book Entry
o 8 Generic: DNS Entry
# Generic: LDAP Alias
. ® Generic: Organisational Role
@ @ Generic: Organisational Unit
@ @ Generic: Posix Group
g l Generic: Simple Security Object
W ,., Generic: User Account
ﬂ Kolab: User Entry

L0 l Samba: Account

© & samba: Domain
8] @ Samba: Group Mapping

& 5 Samba: Machine

0 B4 sendmail:
O &4 sendmail:
O B4 sendmail:
O B4 sendmail:
O B4 sendmail:
0 B4 sendmail:

Alias

Cluster
Domain

Relays

Virtual Domain

Virtual Users

ﬂ Thunderbird: Address Book Entry

& Default




Mew User Account (Step 1 of 1)

Common NMame alias, required, rdn
Test User1 | -
First name alias
® [Test |
GID Number alias, required, hint
[oser, ~ | -
Home directory alizs, required
//home/users/tuseri | *
Last name alias, required
IUsen | A
Login shell alias

| /pin/sh ¥ |




Password sliz=, hint

| md5 v |

@&

(confirm)

Check password...

UID Number slias, required, hint. ro
B 1000

User ID alias, required

tuser1 %

| Create Object |




Do yvou wankt to create this entry?

Artribute | Mew Value | Skip

cn=Test Userl, ou—--users, dc=afmog,.dc=org

Commuorm Mamye TFest Lisaril

First mame Test

GID Mumber - 501

Home directory Shomef/users/tuseri

Last mame - Userl

Login shell . /bin/sh

objectClass - inetCOrgPerson
posixaccount

Passwrord | e

WID Mumber - 1000

User ID - tuserl

| Commit | Cancel



